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Abstract

Research in the area of Context-Awareness hastitnaally focused on location, time, and
proximity-based context sensing. Advances in wg®laetworking technology and in the
miniaturization of computing hardware now allowtascontemplate more expansive utilizations
of contextual information. In this paper, we adsacthe use of Web services as the basis for the
next generation of context aware applications. Wetvices potentially offer unprecedented
cross-platform interoperability and can be usedrimaden the range of context indicators and
services for mobile devices. Also in this papeg,imtroduce the COWSPOTS project, a research
initiative that seeks to apply context-aware Wetvises to the medical domain.

1. Introduction

Context-enabled applications offer many advantagelse mobile user. Specifically, the use
of environmental information to modify program beiloa allows for a more dynamic and user-
friendly system, thereby, enhancing interactiortsvben human and computer. Mobile users are
especially aided by context-enabled applicationsabse their physical environment is ever-
changing. Moreover, context-enabled applicatiombjch offer the potential to reduce the
amount of user interaction with the device, ardipaarly important for mobile users because
mobile devices typically possess impoverished ugaut capabilities.

Although context-enabled applications offer potantewards for mobile users, widespread
use of such systems has not yet been realizeddaley most research in the area of context
awareness has produced systems that are tied poigiesy technology and, therefore, have
circumscribed mainstream utility. For this reasam, advocate the use of Web services as the
basis of the next generation of context aware egiins. Web services potentially offer
unprecedented cross-platform interoperability, ampdrtant asset considering the extreme
diversity of mobile device platforms. Further, Wadrvices can be used to broaden the range of
inputs used by context engines to infer context.

In this paper, we introduce a new research invigatialled Context Oriented Web services for
Smart Personal Object Technologies (COWSPOTS). CRWS, currently in the early stages
of development, will utilize Web service-based exttawareness to provide enriched services to
medical professionals. We will provide a brief dgstion of our proposed COWSPOTS research
in section 4. The rest of the paper is structumedollows. In section 2 we define context
awareness in the scope of related research. tiose®, we discuss how Web services, when
applied to context-enabled systems, can be advemitaty used for enriching context inferences
and service delivery. In section 5, we provide@QWISPOTS user scenario to illustrate the utility



of Web service-based context-awareness within te€lical domain. We conclude with a
summary of the key points argued in this paper.

2. Context Awareness and Related Work

Research in the area of context-awareness isv@lativell-established, with roots reaching
back to the early 1990’s. Perhaps the earliestesbraware system was the Active Badge
Location System [7], used for tracking the locatioh people and equipment within an
organization. Until recently, most research inteehawareness conducted has focused primarily
on location, time, and proximity-based contextwmdtérs. A survey of major context aware
research initiatives [1] reveals that the emphas$isontext aware systems implemented before
the year 2000 utilize location and time as the prinsources of context determination.

With the focus of most early context aware systemghysical sensor-based context factors,
especially location and proximity, Schilit and Timeir [5] defined context-aware computing as
software that “adapts according to its locatiomsé, the collection of nearby people and objects,
as well as changes to those objects over time.”d¥ew recent advances in wireless networking
and the miniaturization of computer hardware haxavigded the basis for providing a more
general definition of context and a widening scagecontext-enabled applications. Early
acceptance of the Schilit and Theimer definitioncohtext-aware computing has been largely
replaced by the more general definition offerediey [3]:

A system is context-aware if it uses context tovige relevant information
and/or services to the user, where relevancy dependhe user’s task.

Mobile devices now have better access to distributesources and therefore can access
contextual information not strictly in the ‘line-sfte’ of the device.

Germane to the topic of context-aware Web servieasie researchers are exploring the use
of XML and Web services in delivering context-ereblapplications. The WASP project [8]
aims to develop a Web services-based context-aserdce platform built upon 3G networks.
The SCARLET project as described in [6] is anothab service-based context-aware system in
which Web services are explicitly utilized to suppoross-platform communications and to
promote extensibility of the system. InclusionWEb service standards in emerging context-
aware applications indicate that the user contegtimot be confined to immediate surroundings
of the mobile user.

3. Web Services for Context-Aware Applications

XML Web services (or just simply, Web servicesaigelatively new programming paradigm
that leverages the universality of XML to promotenununications between heterogeneous
systems. As stated previously, platform heterogerend diversity is especially acute in the
realm of mobile computing (and pervasive computmgeneral). Web services help to obscure
incompatibilities between operating systems (€gcket PC, Palm), programming environments
(e.g., J2ME vs. .NET Compact Framework [2]), andcbit@odevice types (e.g., wrist mounted
watch, PDA, mobile phones). Moreover, because Wetvices are delivered over TCP/IP
networks, the various wireless network infrastruettypes utilized by mobile devices (e.g.,
802.11b, Bluetooth, GSM, etc.) can be abstractau the context-aware system.

In addition to improving cross-platform interopeityp, Web services offer a standardized
way to access an ever-growing range of servicegrdodnation sources. This offers two main
advantages. First, a Web service-sourced contdetteince engine has more context indicating
information sources from which to determine usertegt. Some or all of these indicators may
be derived from sources external to an organizasoih as a weather or traffic Web service;
others could be derived from intra-organizatior@lirses like an accounting department or food
services web service. Second, mobile users haves roptions in obtaining services and



information for given contexts. For example, a if®liser at a bus stop can receive the latest
bus schedule from a city transportation web service

However, Web services do come with a significamiqgenance penalty, as reported in [2].
Few personal digital assistants (PDASs), and everifenobile phones, possess the resources to
properly handle Web services. Implementationcarstrained by the imposed requirement of
parsing XML documents, which consumes physicalueses, like memory. In addition, text
based XML documents require larger bandwidth fansmission compared to binary data.
However, as it is the case for all technologiesheleve that PDAs with more affluent resources
will become more affordable, which will overcome tmemory and bandwidth constraints.

4. COWSPOTS

4.1. Overview
In order to test our ideas about the use of Welics in context-aware mobile computing,
our research group started developing a projettd&@OWSPOTS (Contextual Oriented Web
services for Smart Personal Object Technologieshe@l usage scenario of the COWSPOTS
enabled system can be informally described asvigtio
User picks up a mobile device and loges in ¢osyystem.
System monitors various parameters (both phlygecg. time, location) and virtual
(e.g. schedule, to-do list, etc.)) and determinesmuser’s context changes.
3. System re-evaluates which contexts should bestly active and determines a set
of applications (so called SPOTIlets) that user seed
4. Appropriate SPOTlets (along with the necessatg)dare downloaded (or activated,
if they are already available) to the user's mohikvice and initialized with the
required context-dependant data.
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4.2. Architecture
COWSPOTS’ infrastructure consists of a server anttipte clients (Figure 1). Any type of
computing device can potentially serve as a COWSPAiEent if it is connected to the Internet.
Most of the clients would be mobile (e.g. PDAs,| g#lones, tablet PCs), however some users
might want to use COWSPOTS on their desktop PQ@gedls
The main purpose of the client is to allow the usenteract with a context-dependent set of
SPOTlets, though it also has to perform the necgssgerhead functions that are required for
context determination and SPOTlets management.eSihe capabilities (both memory and
performance) of the mobile devices are still rgly weak (even though there have been a
considerable progress in the last couple of yearsyt of the overhead processing is done on the
server and the clients only have to host some remm@bsors and accept downloads of SPOTlets
and data.
COWSPOTS server has four main functions:
= Stores the contexts’ configurations for all usdrthe system.
» Contains the library of SPOTlets and parts of taedor them (only what the users
decided to host on it).
» Performs most of the overhead processing thatgsimed by the system: evaluates
the context changes, sends required SPOTlets, symizhs data, etc.
= Allows the users to setup and edit context conéigans (both SPOTlet sets and
activation conditions)
Now that we have given the overview of how the CARUSS enabled system works, we
can address some finer points.

4.3. Activation Conditions

One of the most important issues is “how can werddhe when a context is active”. Our
proposed solution for that is to have a possiklidistance metric calleActivation Condition
(AC) associated with each context. In order to make AG#h powerful and flexible while
making sure that they are not expensive to compuéehave decided to define them using
Generic Fuzzy Reasoning Networks (GFRNs). GFRNgeaphical networks of predicates that
are connected by heuristic rules modeled as péissibimplications with associated confidence
measures (more details can be found in [4]). GFRMNs based on a well-developed formal
foundation and their use, among other things, alitw us to reason about various properties of
contexts.

The ACs are defined by the user (directly or via lsarning mechanism [see Section 4.4])
and are based on a variety of parameters that grassthe user’s idea about what a particular
context should be (so in a way a context is agtudgfined by it's AC). Some of the parameters
are external to the user (e.g. time, location) eted some are internal (e.g. schedule). There is n
limit on the number of parameters as well as ontwha be used as a parameter. Though the
values for some of the parameters are read frompthsical devices (e.g. hardware clock,
proximity sensors, etc.), as mentioned in sectioall3f them are wrapped in the Web services.
These wrappers could be very simple (sending hestréad value) or arbitrarily complex (and
likely more useful). For example, a GPS-based lonasensor might be wrapped in the Web
Service that will express user’s location not imte of latitude and longitude, but as a distance
from hospital, or, if it can measure speed, aspgmaximate travel time.

As mentioned before, the server obtains all pararsefrom various Web services and
periodically re-evaluates Activation Conditions fibre user's contexts. When the AC'’s value
rises above (or falls below) some predefined tloleshthe corresponding context becomes
active/inactive.

Note: in the future version the thresholds mightdme adaptable to allow even greater
flexibility.



4.4. Learning

Another important issue is the initial configuratiof the system. For a new user of the
system, manual creation of all contexts that helgaets to have (even using a good editor) is
going to be slow and tedious, thus the better mmlwould be to employ a learning mechanism.
As we envision it now, the learning process wouldsist of the following three phases:

1. Contextsgathering phase

This phase is very simple and is designed to gatisemuch information about
contexts as possible. The user manually adds tk¥Te#s that he/she would like to
use at a particular moment and removes useless \dffenever the user thinks that
current state is worthy of being a context, he/slieks a “Save” button and the
SPOTlets configuration as well as the values opafisible parameters (since at that
moment we don’t know which parameters are relevam)saved.

2. Contextssimplification phase

During the learning phase every time the user slitkave” button, a new context
configuration is created, so it will most likelystdt in a set of contexts that is far
from optimal. The goal of the second phase isribfy it using various algorithms.

Their detailed descriptions are beyond the scopthisfpaper, but, for example, if
two contexts have the same SPOTlets configuratitives) they can be joined into
one (and their AC’s are combined appropriately).

3. Contextssimplification phase

This phase is similar to the simplification phasely instead of reducing the number
of contexts, we are simplifying the contexts thelwese E.g. if one context is a sub-
context of another (i.e. it's always active wheneits super-context is active) then
we can we can remove their common SPOTlets fronsulper-context.

5. A Day in the Life of a COWSPOTS User

To illustrate our vision of how COWSPOTS will dedivcontext-sensitive Web services to
medical professionals, we provide an example usnasio (see Table 1). Dr. Margaret Smith, a
fictional orthopedic surgeon, has access to a tyanek COWSPOTS-enabled devices in the
hospital and in her home. This scenario illusgake following goals of COWSPOTS:

Availability of different services in different ctexts without being bound with the
device’s capabilities.

Context information is established from multipleiszes. A subset of these sources exists
on the COWSPOTS user side, e.g. location. Othetegtural sources are acquired from
online services, e.g. Online Calendar.



TIME SCENARIO COWSPOTS Relevant Context ACTIVE SPOTLETS
DEVICES Indicators
9:00 — | Dr. Smith’s first task in the morning is to examite condition of he Online schedule service | Patient history viewer
9:30 in-patients (both pre-operation and post-operatidshe will want to se¢ . . .
the latest laboratory information of her pre-ops] avill want to observe g Location: In hospital Lab. data wewer )
overnight progress of her post-ops by reading tsgubmitted by nightt T Patient hospital-stay views
duty nurses.
9:30 — | Dr. Smith meets with each post-op patient and, @mother things, Online schedule service | Patient history viewer
10:30 | evaluates whether the current level of medicat®mappropriate. Shge — Proximity to individual Lab data viewer
utilizes a decision-support service (DSS) for datemng if a new dosage |.| . y . ) )
of a certain medication falls within establisheddglines and if such a 5 patients Patient hospital-stay viewg
change will adversely react with other medications Medication DSS
10:30 —| Dr. Smith participates in a weekly meeting withetihospital personnel Online schedule service | Meeting organizer (PDA)
12:00 | (physicians, nurses) to discuss hospital procedamesprotocols. Each Proximity t i Smart alerti )
meeting participant receives on their COWSPOTS-Hedhllevice d = roximity 'o meeting mar azr mgb;ierwﬁe
meeting agenda and minutes from the last meetiSince this is ar |.| partlc!pants ) (PDA and Mobile Phone)
important meeting, Dr. Smith does not want to herimipted by noni ‘&7 Location: Meeting room
emergency alerts on her pager or PDA and therefeaats them
transferred to her answering service.
12:00 —| At meeting’s end, Dr. Smith is ready for lunch. eStbtains the latest - Online schedule service | Cafeteria online viewer
13:00 | menu and the size of the line-up in the hospitidteaia. Over lunch, she g Location: Cafeteria AnSwering service viewer
wants to view a list of non-emergency alerts (eiteemail or phone- = ' 9
based) that were diverted to her answering sediicieg the meeting.
13:00 —| Dr. Smith is in surgery for the next three houShe does not want to Online schedule service | Smart alerting service
17:00 | receive any alerts (emergency or otherwise) whilthis mode; all alerts [ Location: Operating roor
will be handled by an answering service -OP 9
=
17:00 —| Dr. Smith exits the hospital and embarks on herrjey home. She Device type: 3G phone | Traffic information service
17:30 | wants to receive the latest traffic information. g Location: Out of hospital | Viewer
17:30 —| Dr. Smith is at home. She wants to be notifiethéf condition of any o Online schedule service | Patient history viewer
Next her in-patients deteriorates significantly. Othisay all non-emergency Location: Out of hospital | Lab data viewer
Day calls are transferred to an answering serviceanlEmergency situation @ ' P
h —

arises, she wants access to patient informatiort@other services sug
as the medication decision support system.

Patient hospital-stay viewe
Medication decision-

support system

Table1l: A COWSPOTS User Scenario

=

=

=



6. Summary and Future Work

In this paper, we argued that context-aware systams$e advantageously augmented with
Web service technology. As mobile technology impesy and as our collective notion of context
becomes more expansive, Web services provide thesrgy which to deliver an ever-
broadening range of services, thereby enrichingestienabled applications. We introduced a
new research initiative COWSPOTS that we propodidakie advantage of Web service
technologies to enhance context-awareness.

We are exploring a few research avenues for COWSR®itluding:

* Using context indicators, such as location, tinmegdrprint provided, password
entered, etc., to manage access to sensitive ddtm® grovide a more secure, yet
user-friendly system

» Developing a formal GFRN-based foundation for crrst¢hat will allow us to
reason about their propertigghich is especially important for security-related
contexts.
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